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ARTICLE INFO ABSTRACT

. In recent decades, Iran has experienced declining fertility rates
Article type: (approximately 1.7 children per woman in the early 2020s), population
Research Avrticle aging, rapid urbanization, and intensified internal migration. Tehran

Province, with over 13.2 million inhabitants, a 94 percent urbanization rate,
and nearly 7 percent of its population being elderly, remains the most
densely populated and migration-receiving region. This demographic
profile exerts significant pressure on civil registration and identity
verification systems. This study investigates the relationship between
demographic indicators—namely urban density, inter-provincial migration,
and age structure—and patterns of identity document forgery in Tehran. It
also assesses the extent to which criminal policies align with demographic
and technological realities. Employing a concurrent mixed methods
approach, the research analyzes civil, judicial, and law enforcement records
from 2019 to 2024 using negative binomial count models. Additionally, it
incorporates qualitative data from 100 semi-structured interviews with
judges, police officers, civil registration experts, and identity system
managers, alongside an analysis of 50 criminal case files. Results
demonstrate an upward trend in identity forgery, positively correlated with
urban density and migration. The age dependency ratio exhibits a
curvilinear pattern. Qualitative evidence underscores hybrid forgery (civil—-
digital) and identifies three primary bottlenecks—correction of personal
data and issuance of duplicates, financial and SIM card identity

Keywords: verification, and notarial offices—where forgery frequently precedes
Biometrics, Civil economic crimes. Overall, identity forgery in Tehran reflects demographic
Registration, shifts and deficiencies in data governance. Current criminal policies offer
Criminal Policy, limited preventive effectiveness. Transitioning toward a data-driven,
Demographl_c technologically advanced framework—based on precise document
Transformations, definitions, a comprehensive data governance charter, and an independent
Identity Forgery. biometric repository—is vital for enhancing resilience.
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Extended Abstract

Introduction

Identity documents and personal identifiers constitute the foundation of contemporary legal, administrative,
and financial frameworks, facilitating access to citizenship rights, public services, and financial transactions,
while also underpinning national security, administrative integrity, and the administration of justice.
Nevertheless, their integrity is progressively undermined by demographic shifts and technological
advancements. Deficiencies in the production, maintenance, or verification of identity credentials
compromise “identity governance," diminish public confidence, and increase institutional susceptibility to
fraud and organized crime. Iran presents a notable example: over the past twenty years, the country has
undergone a decline in fertility to approximately 1.7 children per woman, alongside an aging population,
diminishing household sizes, swift urbanization, and heightened internal migration. These dynamics have
transformed the frameworks of opportunity available for criminal activity. Tehran Province, with a
population exceeding 13.2 million, an urbanization rate of 94%, and nearly 7% of its residents aged 65 and
above, is the most densely populated and migration-influenced region. It places significant demands on civil
registration and identity systems while increasingly encompassing groups vulnerable to identity-related
victimization. Alongside these demographic shifts, Iran has experienced swift advancements in e-
government, digital banking, and remote authentication, resulting in a dual dynamic: improved technical
capabilities for verification coupled with an expanded and more intricate assault surface for forgery and
abuse. Identity forgery is increasingly serving not merely as an independent offense but as a facilitating
mechanism for a range of economic and organized criminal activities, including fraud, money laundering,
tax evasion, and illicit property transfers. Despite these changes, Iran's criminal policy continues to be
punitive, reactive, and primarily focused on documentation. Legal definitions of "identity document" and
"identity forgery" are inconsistent and outdated relative to digital advancements, while data infrastructures
across civil registration, judiciary, law enforcement, financial institutions, and telecommunications
providers remain insufficiently integrated. The outcome is a framework dependent on reactive punishment,
with limited capacity for prevention or early detection. This study thus has two primary objectives: first, to
empirically investigate the relationship between demographic indicators (urban density, inter-provincial
migration, age structure) and patterns of identity forgery in Tehran between 2019 and 2024; and second, to
critically assess the adequacy of current criminal policies in addressing demographic and technological
realities, proposing a policy framework that is data-driven, technologically informed, and institutionally
resilient in identity governance.

Methodology

The investigation utilizes a concurrent mixed-methods design. Quantitative analysis was conducted on
annual administrative and judicial-police data for Tehran province (2019-2024), with the dependent
variable defined as the rate of identity forgery and misuse cases per 100,000 inhabitants. Explanatory
variables encompassed urban density, inter-provincial migration share, and age dependency ratio, while
controlling for income, unemployment rate, and ICT penetration. Given the count-based characteristics of
the data and the presence of overdispersion, negative binomial regression models were employed,
incorporating the logarithm of the annual population as an offset. Findings are understood as indicative of
structural relationships rather than definitive causal assertions, owing to the limited time frame and
aggregate-level data. Qualitatively, semi-structured interviews were carried out with 100 institutional
experts—comprising criminal judges, specialized police personnel (including cybercrime units), civil
registration officials, notaries, and senior managers of identity systems within banks, telecommunications
providers, and e-government platforms—selected through purposive sampling aimed at maximum variation
and employing controlled snowball sampling. Additionally, 50 anonymized criminal case files related to
identity forgery were examined to encompass a range of document categories (civil, digital, hybrid),
secondary offenses, and institutional bottlenecks. Interview transcripts and case files were coded using a
three-stage process (open, axial, selective) by two independent coders, with disagreements resolved through
collaborative discussion. Triangulation of data from interviews, case files, and legal documents (including
laws, regulations, circulars, and precedent decisions) strengthened internal validity and connected
quantitative trends (“how much”) with process-level explanations (“how” and “why”). The conceptual
framework synthesizes routine activity and lifestyle theories, the broken windows perspective, and critical
criminal policy analysis, enhanced by concepts of data governance, identity security, and restorative justice,
informing both the selection of variables in the quantitative component and the development of qualitative
instruments.
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Findings

The study indicates a discernible upward trend in reported instances of identity forgery in Tehran from 2019
to 2024, especially during periods of rapid growth in digital service deployment. Regression estimates
affirm substantial structural relationships: urban density shows a positive correlation with forgery rates,
underscoring the criminogenic influence of densely populated, anonymous settings; inter-provincial
migration is similarly positively associated, indicating the vulnerabilities of mobile populations operating
within fragmented institutions; and the age dependency ratio demonstrates a curvilinear effect, whereby
youth are more prone to offending amid unemployment and marginalization, while elderly populations are
disproportionately victimized due to limited digital literacy. These findings endorse routine activity theory,
highlighting the convergence of motivated offenders, appropriate targets, and insufficient guardianship, and
are consistent with lifestyle theory, emphasizing how disparities in digital literacy and institutional access
concentrate risks among migrants and the elderly. Qualitative evidence further demonstrates that hybrid
forgery—sequential exploitation of weaknesses across civil and digital systems—is the dominant modus
operandi, typically unfolding as a chain of administrative and technological manipulations and serving as a
gateway to secondary economic crimes. Three institutional chokepoints consistently arise: civil registration
desks, where issues of duplicate issuance and status updates are compounded by inadequate biometric
verification and unreliable connectivity; financial and telecommunications onboarding processes, where
efficiency and customer satisfaction are emphasized at the expense of rigorous identity verification; and
notary offices, where high-value transactions depend on superficial document inspections without the
benefit of integrated queries, audit trails, or standardized controls. Process failures—such as dependence on
visual inspection, inadequate interoperability, and insufficient separation of duties—permit forgery schemes
to persist undetected for prolonged durations, thereby increasing potential harm. Expert interviews converge
on a pivotal evaluation of existing criminal policy, highlighting that the legal definitions of “identity
document” and “identity forgery” are limited, ambiguous, and inadequately suited to digital credentials and
hybrid contexts. Enforcement continues to be fragmented and inconsistent, while data governance remains
critically underdeveloped: there is no comprehensive framework for identity data, no secure standards for
inter-agency data exchange, and no independent biometric infrastructure. Consequently, the system leans
heavily on punitive responses after harm occurs, with minimal preventive or early-detection capacity,
despite forgery’s structural role in enabling organized economic crime.

Conclusion and discussion

Identity forgery in Tehran represents not merely a straightforward "“classic” offense but rather a complex,
multidimensional governance challenge situated at the nexus of demographic transition, digital
transformation, and institutional fragility. Increasing urban density, migration, and demographic shifts,
coupled with disparities in digital access, exacerbate the risk of forgery. Institutional acceptance of minor
irregularities—such as lenient duplicate issuance or incomplete identifiers—indicates systemic
vulnerabilities, thereby fostering the development of intricate hybrid schemes. An effective response
necessitates a fundamental shift beyond sanctions-focused strategies. A complete policy bundle should
encompass:

® | egal modernization: Redefining legal principles to include digital credentials and hybrid
misuse sequences.

(] Robust data governance: Establishing a charter for identity data, enforcing interoperability
standards, and creating a secure, independently monitored biometric infrastructure.

®  Process fortification: Establishing risk-based controls, comprehensive audit trails, and
standardized procedures at designated critical points.

(] Proactive systems: Piloting early-warning mechanisms to detect forgery patterns pre-
emptively.
®  Victim prevention: Implementing digital literacy programs and legal assistance for at-risk
populations to promote social equity.
In sum, the Tehran case demonstrates that addressing identity forgery in the twenty-first century requires a
fundamental shift towards proactive, data-driven, and technologically advanced identity governance.
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